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Cromar Coverholder at Lloyd's

« H Cromar Coverholder at Lloyd's 16p08nke to 1999
« Elval e€eldikevpevn otnv mapoxn ao@aAloTikwy Avoswv Cyber Insurance

o [lapexel AOPAALOTIKEG AVCELG VIO TNV KOAALYN TWV VoYKWV TNG TOUPLOTIKAG
Bliopnxaviag (Meplovoia, Aotikeg EuBUVEG KAT)

o T[lapexel otov TEAXTN TNV SUVATOTNTA ETUAOYNG MECA QTO TIC KOAUTEPEC
XOPOALOTIKEC AVoelg Cyber Insurance TIayKOGUIWG.

BpaBeio Kawvotopiag 2016 and tnv ayop& tTwv Lloyd's

Best Coverholder Innovation 2016 ylx Tnv eKTTALSEVTIKN HNXavN
www.cyberinsurancequote.gr

Lloyd's Market
Innovation Awards
2016 Best Coverholder
innovation
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TL TTLOTEVOUV Ol TTEAXTEC;

Do you believe the hotels you frequent are investing enough in cybersecurity
to protect your personal and payment information?

| HOTEL CYBERSECURITY |
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MNati n touplotikng Blopnxavia sivat ctoxog;

« 2uAdoyn Mpoownikwv & EuvaicOntwv [Mpoocwnikwv Agdopévwy
[lEAQTWVY YL VO TIAPEXOVV TIPOCWTIOTIOLNUEVN EEUTINPETNON

*  XPNUOATOOLKOVOHUIKEG OUVAAAQYEG TIEAQTWY, TIOAAOL QTO TOUC OTOLOVG
£XOULV VYNAX TILOTWTIKA OPLAl OTLG TILOTWTIKEG TOUG KAPTEG

« Xpnowotoiovv Loyalty Programs yia va emifpafsucouv Toug TEAXTEG TOUG
Kol va EE0@OAICOLY TNV EMAVAYOpa TWV LTINPECSIWY Toug (buying patterns)

« Blopnxavia pe diebvn mapovcia divovtag Tnv duvatotnta otoug Hackers

va TiouAnoouvv dedopeva oto dark web kot va  ameuBuvBouv ot
SLOPOPETIKEG ALYOPEC KOL XWPEG

CROMAR Cowverholder at EREs) g BN
— INSURAMCE BACKERS ATD
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lNoati Tnv emAéyouvv oav oto)o;

«  Meyalog aptOpog Endpoints (Wi-Fi systems, electronic door locks, alarms,
control systems, IoT, etc.)

¢  ZUVOECIHOTNTA CUCTHHATWY HE HNTPLKEG ETALPLEG

« 'EAAewn svnpépwong Kot ekmaidsuong tou avOpwmivou Suvapikou
(MEY&AO turnover)

« Meyalog aplOHOG CUCTNUATWY HE M CWOTA KAXOOPLONEVEG TTOALTIKEG
Kol dladikaoieg Staxeiplong Toug amno Toug eUTAskopevoug (franchisor or
brand, the owner, the operator)

« MeyaAn ékOeon o mpounBOsutég untnpecwwyv (POS Network, Travel Agents,
Property Management, Payroll, Human Resources)

CROMAR Cowverholder at EREs) g BN
— INSURAMCE BACKERS ATD
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Kivouvol mou antetAovv tnv Touplotikiy Blopunyavia

« EmBeosig ota POS systems

« Business Email Compromise — Money Fraudulent Transfer
«  Wi-Fi Network Attacks

 Ransomware

« DDos Attacks

« Internet of Thinks Attacks

« Brand Impersonation & Customer Targeted Attacks -Xprijon tng €taipikng
EMWVLMIAG TOUG PE OTOXO TNV €EQTTATNON TWV TIEAATWY TOUC HE OLAPOPEC
uebodoug (Phishing, social media, mobile apps, special discounts and
packages)

CROMAR | covernolder at [[EEIES
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Which cyber threat do you believe poses the most risk to the
hotels you stay at?

40%
30%
20%

10%

WI-FI POS PHISHING RANSOMWARE DDOS OTHER
BREACH ATTACK
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WHAT IS BUSINESS EMAIL COMPROMISE?

BECareful

SOCIAL URGENT
ENGINEERING g REQUEST

Criminals can target The criminal impersonates
their victims based on a supplier requesting an
information they share on urgent payment or change
social media platforms. to banking details, or a
senior employee in the

company with authority to l N T E R PO L

authorize payments.
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i%. THE ANATOMY OF BUSINESS EMAIL COMPROMISE
3 TOXIC INGREDIENTS

¢ \ _ |Millionsin
| illegal profits

loney laundering

An email account is . 3 . Multiple transfers are made
compromised through SOCIal engineering fraUd involving foreign banks/
malware, employee institutions

intrusion, etc.

_——
j

The victim is manipulated into providing
information or funds.

# areful


http://www.cybersecurehotel.gr/

H amarn Touv CEO / anmdartn ge To eTAlpilKO e-mail AapBavel xwpa oTav €évag eEo0vclodoTNUEVOC va
NpaygatTomnolei mAnpwpeg unmadAniog Tng eTalpeiag efanmardral MPoKELPEVOU va TANPWOEL Eva
MAQOTO TIHoAOYLO ] va JIEVEPYNOEL Jld PN EYKEKPLUEVT HETAPOPA MICTWONG Ano TOV ETALPLKO

AoyapLacpo Tng eMixeipnong.

0 amaTswvag Kahei
oTEAveL pnvipara
NAEKTpOVIKOU
Tayudpopsiow
UTOBVOPEVOC
vypnAoBaBpuo oTEAEXOC
NG emixeipnong (m.-x.
Nrevikog AlsvBuvTncg N
Owkovopikog AlsevBuvTnc).

MNvwpifouv EMapKwg TNV
E0WTEPLK S1apBpwaon Kal
opYyavwon Tne
EMLYEipnONG.-

AnatToOv Tn dLevépyeLa pLag
eMeiyovoac MANPWUNC.

Xpnowomowiv Opouc Kal
EKPPACELS, OTIWG:
"gxXepUBsa/EpMICTEUTLKOTNTA",
"n emuyeipnon o epmoTeveTAL”,
"Sev elpalL auTn TN GTUN

SuaBeoLpog”.
Coverholder at

AvapEpovTal ¢e pua "evaicnTn”

yia TNV EMLELPNON KaraoTacr
(m.x. popohoyLKOC ENEYXOC,
ouyxwvewor, eEayopa).

www.cybersecurehotel.gr

Zuyva To aiTnua agpopa
Tn dLevepysLa
JLACUVOPLAKLWV
MANpWUWY GE TpANEZECG
EYKATECTNUEVEC EKTOC
Euvpwnng.

0 vmahAnihoc
pETAPEPEL Ta YpRuaTa
ce AoyapLacpuo mouw
TNpEei o anarswvac.

0dnyisc yua Tnv duadikacia
pmopei va doBolv apyoTEpQ,
HECW TPITOU MPOGLITIOU 1]
pnvipaTog NAEKTpOVLKOUD
Taxudpopsiouw.

AmaiTouv amd Tov vmadAnio
TNg emXeipnong va pnv
axkohovBnoeL TIC cuvnBEeLg
duadikaciseg AYnc £YKpLOTC

yua Tnv mAnpuo .
Hotel Tech 2020
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Ransomware
Kpumnttoypapnon Apxsiwv & NMAnpwun Avtpwv

€84.000
Qoops, your files have been encrypted! Engish ®

What Happened to My Computer?

y
Your important files are encrypted. 1 6 2 E E
Many of your documents, photos, videos, databases and other files are no longer '
accessible because they have been encrypted. Maybe you are busy look ing for away to
recover your files, but do not waste your time. Nobody canrecover your files without

our decr‘yption service ’ o Méaoc Xpévoc
Payment will be raised on 4
I ATIOKOTAOTACNG TWV

Can | Recover My Files?

SA52017 15:56:08 Sure. We guarantee that you can recover all your files safely and easfly. But you have
not so enou gh time.

Time . You can decrypt some of your files for free. Try now by clicking <Decrypt>. AE lTOU pv ld)v va ETalled)v

But if you want to decrypt all your files, you need to pay.
You only have 3 days to submit the payment. After that the price will be doubled

CUCTNHATWV

Also, if you don't pay In 7 days, you won't be able to recover your files forever.
‘We will have free events for users who are so poor that they couldn’t pay in 6 months,

How Do | Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.

And send the correct amount to the address specified in this window.

After your payment, cllrk Cher'k Payment>. Best time to check: 9:00am - 11:00am

Your files will be lost on
5192017 15:58:08

Time Le

Ransomware
Locks Down
Hotel Rooms

Contact Us

7':,:? CROMAR | coverhoider at [[RESh e www.cybersecurehotel.gr Hotel Tech 2020
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Méoo Kootog Meplotatikov Mapafiaong Ac@aAerag

(Xwpig N pe pétpa acpalieiag https://www.ibm.com/security/data-breach )

7 1.6

MILLTON MILLION

France / Hospitality 4 15 Selected Factors ~ - Hospitality - 15 Selected Factors ~

3.1 29

MILLION MILLTON

P H italit - Select t fact -
France - Hospitality - Select cost factors ~ =2 PLELLL elect cost factors >
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Méoo Kéotog ava xapévo apxeio teAdtn & dpactnplotnTa
(2019 Cost of Data Breach Report — IBM Ponemon Institute)
Health
Financial
Technology
Pharmaceutical
Services
Energy
Industrial
Education
Entertainment
Communication
Consumer
Transportation
Hospitality
Media
Retail
Research

Public
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ICO FINES MARRIOTT

£99 MILLION

FOR LAST YEAR'S
DATA BREACH
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GDPR: Incident Response Plan

DISCOVERY OF
A BREACH EVALUATION
OF THE BEREACH MANAGING THE

SHORT-TERM CRISIS

NOTIFICATION
AND CREDIT
LEGAL MONITORIMNG

REVIEW

DATA RECOVERY
AND BUSINESS
INTERRUPTION
EXPENSES

FOREMNSIC

INVESTIGATION
PUBLIC
RELATIONS

7?;:—"%' C ROMAR Coverholder at [REs)'g bRy WWW.CVbe rsecu rehotel'q r

TREURAMCE BAGEERS LT0

HAMNDLING THE
LOMNG-TERM
CONSEQUENCES

CLASS-ACTION
LAMSLIT

REGULATORY FINES,
PEMNALTIES AMD
CONSUMER REDRESS

Hotel Tech 2020
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Awxxeipion Mepotatikwyv MapaBiaong AcaAsiag
« Incident Response Manager

* Forensics Investigators

« E&edikeupevol Aiknyopol

« Ewdwkol Alaxeiplong Kploswv

* Evnuépwon Medatwv (web, customer care, direct mail)

* EbkoUg SlampaypaTeEVTEG O TIEPITITWON EKPLOTGHOV

* KatafoAn Autpwv ot Bitcoin

MNMpootacia IcOAOYLGHOU aTtO PN AVAUEVOUEVA £€£06(

M Cowverholder at EREs) g BN
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Incident Response Plan & Ao@aAion Cyber Insurance

« OLvumnpeoieg dlaxeiplong Our Incident Response Plan
TIEPLOTATIKWY Ttapafioong goes something like this...
AOPAAELOC TIOV TIOPEXEL N
QOQOALOTIKI ETALPIX HTLOPOUV
VO KAXTOOTIHOOUV AELTOUPYLKO
Tto NMAavo AvTipeTwmiong
MepLoTaATIKWY

(:RO—J"M Cowerholder at www.cybersecurehotel.gr Hotel Tech 2020



http://www.cybersecurehotel.gr/

Cyber Secure Solution

www.cybersecurehotel.gr Hotel Tech 2020



http://www.cybersecurehotel.gr/

Cyber Secure Solution

« Aappavovtag vrtoyn T ouvOnkeg tng ayopag n Cromar oxediaoe
TNV Avon “Cyber Secure Solution” n omola:

* TIpOOPEPEL dwpeav mpoofaon otnv Ppafsupevn Ao TNV Ayopa Twv

Lloyd's ekmoudeuTikn pnxavrn www.cyberinsurancequote.gr

* TIpOOPEPEl  Owpedv ekmaidevon ota  otedexn ™G Opadag
AvTipeTwriong MepLOTATIKWY TNG AOQPAALOHUEVNG ETAULPLOG
* Olvel TNV duvatotnta mpocPaong oe e€eldikevpeveg Avoelg Cyber Crime

Insurance IOV TIOPEXOVTAL OTIO TNV ayopa Twv Lloyd's

77{% M Coverholder at [NEKel'g s
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* Best coverholder innovation - Cromar: Education engine around cyber risks
www.CyberlnsuranceQuote.gr is the first marketplace platform of its kind dedicated exclusively to cyber insurance, and is used as an education
tool around cyber and data privacy risks for small companies in Greece.

Cyber & Data Privacy Insurance Quote

"There are on!y two types of companles.

those that ha
and those th

Lloyd's Market
Innovation Awards
2016

CROMAR Coverholder at www.cybersecurehotel.gr Hotel Tech 2020
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Cyber + Crime Insurance pe piax patix

H acgdhion Cyber Insurance kaAUmrel:

&

EvBovn Avtaméxpion Awaxomq Kupepvoexpraopo AdMa Evrodr Tnhemkowwviakn AoknTikad
£vavt Tpltwy OTa MEPLOTATIKA Epyaoiav HETAQOPAC XppdTwY Andrn MpooTipa

=8 CROMAR  cromar cyber

Insurance Calculator

I 3

www.cybersecurehotel.gr Hotel Tech 2020

77{% M Coverholder at [NEKel'g s

rrrrrrrrrrrrrrrrrrr



http://www.cybersecurehotel.gr/
https://cromar.gr/cyber/

LLOYDS

THEWORLD'S SPECIALIST
INSURANCE MARKET

CROMAR Cowverholder at EREs) g BN
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GDPR & Ao@paAion Cyber Insurance

« H oaopaiion Cyber Crime Insurance OTOTEAEL E€VO OTMOTEAECHATIKO
gepyaleio dlaxeipiong Tov utoAottopevou kKivduvovu (residual risk)

« Ol untnpeoieg SLaXEIPLONG MEPLOTATIKWY TAPABiaoNG XGPAAELNG TIOU
TMUPEXEL MMOPOUV VA KUTOHOTHOOUV  AslTOupylkdo Tto [lAavo
Avtiypetwmiiong lMepotatikwy mov  amattel 0 [evikog  Kavoviopog
Mpootaoioag Asdopevwy (GDPR) va €xel kaBe eTaipla

*  H ao@aAion KOAUTITEL UOVVEC TIOU TIPOKUTITOUV OTIO TIEPLOTATIKA OTIWAELOG
TIPOCWTIKWV dedopevwy (data breach)

¢ H ao@aAion PmopEl va amOTEAETEL TIOAPAYOVTA SLAPOPOTIOINCGNG TOU VYOUG
TOU TIPOCTIHOU TIOV UTTOPOVV VA ETIRAAAOUVV OL OPXEC

« H ao@aAion pmopst va BonBnost pa etauplar vae cuveXioEl OMOAX TNV
AslTtoupyla tng

www.cybersecurehotel.gr Hotel Tech 2020
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Cyber Secure Hotel

Assess Plan Secure Insure

Nikog NewpyomouvAog

Cyber Privacy Risks Insurance Advisor

Email: nikos.georgopoulos@cromar.gr

T 210 8028946 (120) , M 6948 365033 LinkedIn Profile

www.cyberinsurancegreece.com , www.privacyrisksadvisors.com. www.cyberinaurancequote.gr . www.dpoacademy.gr
LinkedIn Groups. Cyber Privacy Risks Advisors , The DPO Academy
=g CROMAR | covernolder at [[EEEEeS www.cybersecurehotel.gr Hotel Tech 2020
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